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Alerting Abstract GB A 

NOVELTY - The method involves monitoring successive values of a server operation parameter as a 
function of time. Two conditions are evaluated if the parameter passes two threshold values in opposite 
directions. Input server requests are rejected upon verification of a third condition, related to the two 
former conditions. The rejection is terminated upon verification of a fourth condition, related to the latter 
condition. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 

a. an overload manger device for use in server system 

b. a computer program product including program instructions executable to implement method of 

managing overload. 

USE - Used for managing overload e.g. central processing unit overload, memory overload in a computer 
based server system e.g. directory server, message server, application server and portal server. 
ADVANTAGE - The method rejects the server requests until enough resource is reclaimed on the 
server to resume with normal operation, and thus effectively reducing traffic on the server. 
DESCRIPTION OF DRAWINGS - The drawing shows a use of access filters at an input of a server. 
1 Server system 
21, 22 Filters 
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Denial-of-service attack protection stored program, has instructions to reduce new connection 

request drop rate towards zero if total number of negotiation-pending states of connection requests is 

less than threshold number 
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Alerting Abstract US Bl 

NOVELTY - The medium stores program to reject new connection requests, if the total number of 
negotiation-pending states of connection requests reaches a threshold number. A new request drop rate is 
reduced towards zero if total number of negotiation-pending states is less than threshold number. 
DESCRIPTION - An INDEPENDENT CLAIM is also included for method for providing protection 
against denial-of-service attacks in computer system. 
USE - For protection against denial-of-service attacks in computer system. 

ADVANTAGE - By reducing the new request drop rate, the resilience of negotiation server to such attacks 
is significantly enhanced. 

DESCRIPTION OF DRAWINGS - The figure shows a flowchart explaining the process of providing 
protection against denial-of-service attacks. 
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Server monitoring method especially for web servers where periodic requests are made for a URL 
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NOVELTY - Periodically requests URL from a server (102) and if after a preset number of attempts the 
device cannot connect to the server, is unable to receive requested data, or the requested data is different 
from the copy stored then an alert is generated. Response times are logged and can be used to monitor load 
on the web server. 

DESCRIPTION - Alert can consist of an email (110), an automatically generated telephone call (1 15) or by 
paging (111). 

An INDEPENDENT CLAIM is included for a web monitor 
USE - Monitoring server faults especially on web servers 
ADVANTAGE - Continually monitors the web server. 

DESCRIPTION OF DRAWINGS - The drawing shows a block diagram of the web server 
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Method of adaptively distributing web server request in system having web servers involves 
determining particular probability range encompassing random probability number for admitted 
web server request 
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Original Publication Data by Authority. ..Claims:having a plurality of web servers, the method comprising 
the steps of:generating a web server request rejection probability based upon performance measures of 
each of the plurality of web servers;admitting a web server request if the web server request rejection 
probability is less than or equal to a predetermined web server request rejection probability threshold, 
wherein the web server request is admitted before the web server request is sent or... Basic Derwent Week: 
200777 
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Request processing method involves dealing access request with default procedure even if 

authentication server does not respond to access request 
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Original Publication Data by Authority. ..Original Abstracts:receive a response, it increments the 
appropriate counter. When one of the counters reaches a threshold value, the proxy server (24) then 
follows the default procedure for apre-set number of requests which would normally be forwarded to 
the appropriate server. After following the default procedure for this predetermined number of access 
requests, the proxy server (24) forwards the next access requests, which would normally be forwarded to 

the relevant server, to that server receive a response, it increments the appropriate counter. When one 

of the counters reaches a threshold value, the proxy server (24) then follows the default procedure for a 
pre-set number of requests which would normally be forwarded to the appropriate server. After following 
the default procedure for this predetermined number of access requests, the proxy server (24) forwards 

the next access requests, which would normally be forwarded to the relevant server, to that server 

receive a response, it increments the appropriate counter. When one of the counters reaches a threshold 



value, the proxy server (24) then follows the default procedure for a pre-set number of requests which 
would normally be forwarded to the appropriate server. After following the default procedure for this 
predetermined number of access requests, the proxy server (24) forwards the next access requests, which 
would normally be forwarded to the relevant server, to that server.. .Claims: the event that a predetermined 
criterion is not satisfied: (i) attempting to forward the access request to an authentication server; (ii) if a 
response is received from the authentication server, dealing with the access request in accordance with the 
response; and (iii) if... Basic Derwent Week: 200145 
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Alerting Abstract US Bl 

NOVELTY - A request including authentication credential comprising user identifier and network address 
of user device is received at server. The validity of authentication credential is checked to allow access to 
network application if the user identifier is locked from the address of user device. A threshold number of 
failed attempt is logged in the audit log for imposing a global lockout for user identifier to deny access. 
DESCRIPTION - An INDEPENDENT CLAIM is also included for computer readable storage medium 
stor ing program for facilitating adversary locking. 

USE - For facilitating locking of adversary out of a network application of computer system. 
ADVANTAGE - Facilitates allowing a legitimate user of an account to access a web-based application 
while preventing denial of service attack from an adversary. 
DESCRIPTION OF DRAWINGS - The figure illustrates the computer system. 
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Network message transmission and reception method for internet telephony, involves 

resynchronizing received message with sequence number out of sequence to sequence number of 

received message, when reset bit is set 
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NOVELTY - A received message having a sequence number which is out of sequence, is resynchronized to 
the sequence number of the received message, when reset bit in the received message is set, transmitting 
host is inactive and predetermined number of reject messages are transmitted by a server to the host. 
DESCRIPTION - INDEPENDENT CLAIMS are included for the following: 

C. Network message transmitting and receiving apparatus; and 
d. Network message transmitting and receiving system. 

USE - For transmitting and receiving message for real-time applications e.g. internet telephony, voice 
telecommunication, etc. 

ADVANTAGE - An intermediate reliability protocol is provided with timely delivery of message of low 
delay characteristics. Thus the requirements of real-time applications are satisfied. Resynchronizations 
avoid undue delays in message transmission and reception. 

DESCRIPTION OF DRAWINGS - The figure shows a flow diagram illustrating the network message 
transmitting process. 
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Specification: ...if it is determined that said count of connection requests is not greater than the rejection 
threshold, then delaying the connection request by a wait time and accepting the request by the server 
computer. 

In another embodiment of the invention an apparatus for preventing a denial of service if it is 

determined that said count of connection requests is not greater than the rejection threshold; and computer 
program code for accepting the request by the server computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example... 

Claims: ...if it is determined that said count of connection requests is not greater than the rejection 
threshold, then delaying the connection request by a wait time and accepting the request by the server 
computer (202). 

2. A method as recited in claim 1, further comprising: 



receiving a second if it is determined that said count of connection requests is not greater than the 

rejection threshold; 
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Specification: ...master has returned the identity of the server that owns the table in question, the 
requesting server must contact the owner. If the connection attempt fails after a predetermined number 
of attempts, the requesting server resets its state and requests the zone master to again identify the table 

owner. This requests. If a failure occurs while attempting to perform one of these operations after a 

predetermined number of attempts, the requesting server will contact the zone master to request a new 
owner. This process is executed as... 
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...19 A computer implemented service according to claim 18, wherein said process server compares the 
rejection threshold to said tally of the number of rejected merchant process request, said process server 
further configured reject said merchant process request data file when the rejection threshold is reached. 



NPL 



15/5/5 (Item 5 from file: 2) Links 

Fulltext available through: SIH • > ^ i >\ in. > ih ;j ■!!•>!: 
INSPEC 

(c) 2008 Institution of Electrical Engineers. All rights reserved. 

06344690 INSPEC Abstract Number: B9609-0240C-009, C9609-1 140C-010 

Title: MAP/G/1 queues under n-policy with and without vacations 

Author Kasahara, S.: Takine, I'.; '1'akahashi, Y.; Ilasegawa, I'. 

Author Affiliation: Kyoto Univ., Japan 

Journal: Journal of the Operations Research Society of Japan vol.39, no.2 p. 188-212 
Publisher: Oper. Res. Soc. Japan , 

Publication Date: June 1996 Country of Publication: Japan 
CODEN: JORJA5 ISSN: 0453-4514 
SICI: 0453-4514(199606)39:2L.188:QUPW;l-3 
Material Identity Number: J183-96003 

Language: English Document Type: Journal Paper (JP) 
Treatment: Theoretical (T) 

Abstract: This paper considers MAP/G/1 queueing systems under the following two situations: 1) at the 
end of a busy period, the server is turned off and inspects the queue length every time a customer arrives, 
and when the queue length reaches a pre-specified value N, the server turns on and serves customers 
continuously until the system becomes empty; and 2) at the end of a busy period, the server takes a 
sequence of vacations, and at the end of each vacation the server inspects the queue length, if the queue 
length is greater than or equal to a pre-specified value N at this time, the server begins to serve customers 
continuously until the system becomes empty. For each case, we analyze the stationary queue length and 
the actual waiting time distributions, and derive the recursive formulas to compute the protocols of these 
distributions. Furthermore, we provide a numerical algorithm to obtain the mass function of the stationary 
queue length. The numerical examples show that in light traffic, correlation in arrivals leads to a smaller 
mean waiting time. ( 14 Refs) 
Subfile: B C 

Descriptors: Markov processes; operations research; probability; queueing theory 

Identifiers: MAP/G/1 queues; queueing theory; queue length; customer arrival; Markovian arrival process; 
waiting time distributions; protocols; probability 

Class Codes: B0240C (Queueing theory); CI 140C (Queueing theory); C1290 (Applications of systems 
theory) 
Copyright 1996, IEE 



15/5/6 (Item 6 from file: 2) Links 
INSPEC 

(c) 2008 Institution of Electrical Engineers. All rights reserved. 
05744769 INSPEC Abstract Number: C9410-1140C-013 

Title: Optimal control of the M/G/l queue with repeated vacations of the server 
Author Altman, E.; Nain, P. 

Author Affiliation: INRIA, Sophia Antipolis, France 

p. 3334-9 vol.4 
Publisher: IEEE , New York, NY, USA 

Publication Date: 1992 Country of Publication: USA 4 vol. 3822 pp. 
ISBN: 0 7803 0872 7 

Conference Title: 1992 Conference on Decision and Control 
Conference Sponsor: IEEE 

Conference Date: 16-18 Dec. 1992 Conference Location: Tucson, AZ, USA 

Language: English Document Type: Conference Paper (PA) 
Treatment: Theoretical (T) 

Abstract: An M/G/l queue is considered where the server may take repeated vacations. Whenever a busy 
period terminates, the server takes a vacation of random duration. At the end of each vacation, the server 
may either take a new vacation or resume service. If the queue is found empty, the server always takes a 
new vacation. The cost structure includes a holding cost per unit of time and per customer in the system 
and a cost each time the server is turned on. One discounted cost criterion and two average cost criteria are 
investigated. It is shown that the vacation policy that minimizes the discounted cost criterion over all 
policies (randomized, history dependent, etc.) converges to a threshold policy as the discount factor goes 
to zero. This result relies on a nonstandard use of the value iteration algorithm of dynamic programming, 
and is used to prove that both average cost problems are minimized by a threshold policy. ( 23 Refs) 
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Abstract: 

The first part of this dissertation considers the problem of adaptive control of an unknown finite-state, 
finite-control Markov chain. The only known information about the system is the set of zero-probability 
transitions. The goal of adaptive control is to achieve a performance equal to the optimal performance 
attainable if the system is known. The performance of the system is measured by a given long term average 
cost criterion. The second part of this dissertation considers the optimal control problem for a queueing 
system which consists of a common queue served by two servers with different service rates. It is assumed 
that the arrivals to the queue are Poisson and both servers are exponential. It is shown that there exists a 
threshold policy which minimizes the mean sojourn time of customers in the system. A threshold policy is 
one which keeps the faster server busy whenever possible and feeds the slower server only when the 
number of customers in the system exceeds a certain threshold value. 
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We investigate single-server queueing systems whose servers are subject to sudden deterioration and 
corrective maintenance. At any time, a server is in one of several possible modes, each corresponding to a 
certain server condition, and may change to another mode through deterioration or maintenance. We study 
both descriptive and prescriptive problems. In the descriptive problem, the queueing system is a state- 
dependent exponential system with a "large queue invariance property" whereby, whenever the queue size 
exceeds a certain threshold, the arrival and the service rates are constant, the deterioration rate depends 
only on the server mode, and no maintenance is provided. An "aggregation-partition" approach is used to 
derive a set of special mean first-passage time (MI P T) equations, which can be solved in conjunction with 
the conventional Ml 'P I' equations for the MFPT from a given system state to a target server mode. In our 
prescriptive problem, the server has two possible modes, namely, the "good-as-new" and the deteriorated 
modes. A deterioration affects the service rate and/or the service cost rate. The mode of a deteriorated 
server can be restored by instantaneous replacement. The system cost consists of the service cost, the 
customer holding cost and the server replacement cost. The service rate, the deterioration rate and the 
service cost rate depend on the server mode and idle/busy status. The customer holding cost is a linear 
function of the queue size. The decision epochs include events of customer arrivals, service completions 
and server deteriorations. Our optimization criterion is the system's total discounted cost over an infinite 
horizon. We derive some sufficient conditions for the existence of a monotone increasing optimal 
stationary policy. In addition, we derive the necessary and sufficient conditions for each of the following 
stationary policies: always replace the server, never replace it, replace it only when it is busy, and replace it 
only when it is idle. 
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